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Firmware lifecycle under control

FIRMWARE UPDATE INFORMATION
SERVICE THANKS TO AAS AND
DIGITAL NAMEPLATE

e Detailed information on Firmeware updates on the basis of serial numbers

¢ Significant time savings in operation as there is no need for time-consuming searches and research
for Firmware updates

e Faster decision-making in terms of if or when to carry out an update

The application uses the interaction between the Asset Administration Shells (AAS) of an asset and the
Digital Nameplate. It enables users to interact with the Digital Twin. Automatic information based on the
serial number replaces manual research at the shop floor level. Thus, information on possible cybersecurity
risks or firmware updates can be used directly and reduces the resources required on the operator side.
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The AAS becomes the digital key for secure and transparent plant
operations

The AAS in combination with Digital Nameplates creates access to up-to-date device and firmware
information. The information based on the serial number eliminates manual research on the operator side.
After registration, customers are proactively notified when new firmware is available, minimizing cyber risks.
At the same time, the information in the AAS optimizes update processes by clearly identifying and locating
components in the system.

The smart way to up-to-date firmware information — automated,
interconnected, manufacturer-independent

The application uses Digital Nameplates in combination with Asset Administration Shells that are provided in
an AAS cloud repository. After the operator subscribes to an instance -AAS automated information is
provided as soon as a new firmware version is available or when a security vulnerability has been detected.
In addition, this information is also displayed in a Dashboard. The operator decides if or when the update will
be carried out.
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